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Equifax FraudScan™

Real time identity fraud detection
and prevention

Fraud continues to grow,
presenting an ever increasing
threat to today's businesses

The perpetrators of credit fraud often use false information or try to

steal other people's identities or even create new ones. Businesses
therefore have to be increasingly vigilant and stringent in their proof

of identity procedures.

To help businesses meet this challenge, Equifax offers Equifax
FraudScan," a real time identity fraud detection and prevention tool.

Striking the balance

Now, more than ever, there is an unstoppable demand for real time
credit application processing, with consumers expecting decisions in
seconds. However, there is little doubt that there has been a price to
pay to meet such demands. Automated credit scoring systems can
process, score and apply policy rules in a fraction of a second and, at
the same time, produce accurate objective and optimised credit

decisions. However scoring assumes the information provided is true.

As fraudsters deliberately supply false information, traditional scoring
systems cannot always be relied upon to predict fraud.

Introducing tougher fraud protection procedures often mean the
implementation of costly manual investigations, which can create
commercial pressures such as:

B Containing application processing costs
B Reducing referral rates

B Providing ever faster decisions

B Minimising applicant data capture

Do you spend more time and resource trying to spot the fraudsters —
and risk alienating customers with slower response times or requests
for more detailed information?

Automatic & real time

The answer has to be to use an automated, real-time process.
Equifax FraudScan™ offers this by automating the checking of key

B

Casting light on fraud

About Equifax

Equifax Plc is part of Equifax Inc, a global leader
in turning information into intelligence. We
provide information on businesses and
consumers, and offer a range of services to help
businesses effectively target and acquire new
customers, manage and develop their customer
base, maximise revenues and trade profitably.

For consumers, Equifax offers instant access to
their credit information to help them manage
their personal finances.

Equifax Consumer
Information Services

Credit Risk Assessment
Customer Monitoring
Application Processing & Decisioning

ID Verification & Fraud Prevention
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Debtor Tracing & Management

To learn more about Equifax Consumer
Information Services, call 0845 600 1772
or visit equifax.co.uk/biz

EQUIFAX



‘ kEQ504akH CA Fraudscan_lractsneet 16/5/0/ 1lz2:o0 Page 2 $

—quifax FraudScan™

Automating cross-checking of key data

data provided on credit applications by real-time
access into a range of powerful market leading data
sets. This all takes place within the few seconds it
takes to carry out a traditional credit search.

More than fraud control

The accuracy of personal data is a key legal as well as
a commercial requirement. Equifax FraudScan™ is a
tool for ensuring that accurate data is reaching your
systems, giving you access to accurate customer
contact information. Outbound telemarketing,
welcome calls and possible collections activities are
all beneficiaries of accurate data.

Make smarter decisions
with Equifax FraudScan™

Linked addresses. Equifax can identify new, and
previous suppressed addresses (where the applicant
appears to have moved to or from the declared
current address). This linked address functionality is a
key tool in the identification of ‘empty house' fraud.

Online BT 118 500. Equifax holds the British
Telecom OSIS file which can be used to check that
the home telephone number provided exists. Checks
include: STD code, local number checks, exact
number matches, approximate number matches and
X Directory listings.

Equifax FraudScan™ can also identify mobile phone
codes to automatically highlight if the phone number
provided is a mobile phone.

Sort/Code bank account number. Via direct
access to Equifax online BACS files, the sort code
supplied by the applicant is validated. When this is
complete, the account number is checked to see if it
is valid for that sort code.

Thomson Directories and Companies House.
Supplied employer details can be checked in
real-time against Thomson Directories and

www.equifax.co.uk/biz

Companies House data. This establishes if declared
businesses and business phone numbers exist. The
employer number check accommodates both
direct and switchboard numbers.

Date of Birth. The applicant's supplied date of
birth is automatically checked against Equifax credit
account information, Insight and Electoral Roll
attainer dates.

Deceased screening. Available via access to Halo
and Equifax credit account information.

Credit referencing. Equifax FraudScan™ is a central
component of Equifax's pioneering Risk Navigator
consumer credit reference system. This means that it
can be used either in parallel with a credit search, or
as a separate search — the choice is yours.

Flexible control. Equifax FraudScan™ provides
complete flexibility. It puts you in control of which
checks you want to carry out, which results you
want to utilise, and your fraud prevention strategy.

All checks can be carried out on a menu basis; you
can perform as many or as few as you require. You
can even re-check information that you have
corrected following an initial search.

Data capture accuracy. The simplicity and power
of Equifax FraudScan™ not only identifies fraud, but
can justify itself by ensuring data capture accuracy
and operational cost savings. For example, replacing
manual 118 500 checks saves call charges and
manpower costs.

To learn more about Equifax FraudScan;’
call 0845 600 1772 or email
consumer.telesalesuk@equifax.com
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